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NOTICE

Command Software Systems, Inc. ﬁCSSI) reserves the right to improve the product
described in the companion manual at any time and without prior notice.

This material contains the valuable properties and trade secrets of CSSI, a Florida
coaporatlon, embodying substantial creative efforts and confidential information, ideas
and expressions, no part of which may be reproduced or transmitted in any form or by
any means, electronic, mechanical, or otherwise, including photocopying, and
recording, or in connection with any information storage or retrieval system, without
prior written permission from CSSI.

LICENSE AGREEMENT

The Software is protected by United States copyright laws, international copyright treaties as well as other intellectual
property laws and international treaties.

License Grants.Licensor (CSSI) hereby grants Licensee the non-transferable right to use, as set forth below, the number of
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however, Licensee must acquire and dedicate a License for each separate computer on which the Software is installed or run from
the storage device. A license for the Software may not be shared or used concurrently on different computers. A server License
requires user access licenses on a “one user per access license” basis, or as defined with each server product.

Licensee must retain this License Agreement as evidence of the license rights granted by Licensor. By executing the rights
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WARRANTY
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WARRANTY OF MERCHANTABILITY.
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INTRODUCTION

Command Interceptor™ for MIMEsweeper™ is a plugin for MAILsweeper™ or
WEBsweeper™ that provides the latest technology for preventing the spread of
computer viruses. This allows you to integrate the most up-to-date anti-virus
protection with the security solution that best meets your technical and
operational needs.

MAIN FEATURES

The Command Interceptor for MIMEsweeper plugin:
* Provides detection and disinfection of viruses in incoming and outgoing
e-mail. Command Interceptor for MAILsweeper 3.2 provides only detection.

* Uses state-of-the-art technology to scan for thousands of known viruses and
their variants.

* Scans for macro viruses and Trojan Horses.
* Scans compressed files and compressed executables.

* Removes viruses without damaging the original file.
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CHAPTER OVERVIEW

The Command Interceptor for MIMEsweeper™ Administrator’s Guide consists of
the following chapters:

CHAPTER 1 - INTRODUCTION

This chapter provides an overview of the product including a list of features and
conventions.

CHAPTER 2 - CS MAILSWEEPER 4.3 FOR SMTP

Chapter 2 provides pre-installation requirements and instructions on how to
install the Command Interceptor Scenario and the Command Interceptor for
MIMEsweeper. This chapter also includes information on scheduling Command
AntiVirus definition file updates, creating a Stripped classification, creating and
enabling the Command Interceptor Scenario, and removing the Command
Interceptor for MIMEsweeper.

CHAPTER 3 - MAILSWEEPER 4.2 FOR SMTP

This chapter provides pre-installation requirements and instructions on how to
install the Command AntiVirus Scenario for MAlLsweeper and the Command
Interceptor for MIMEsweeper. Chapter 3 also includes information on scheduling
Command AntiVirus definition file updates, creating a Delete classification,
enabling the Command AntiVirus Scenario, and removing the Command
Interceptor for MIMEsweeper.

CHAPTER 4 - MAILSWEEPER 4.1

Chapter 4 provides pre-installation requirements and instructions on how to
install the Command Interceptor for MIMEsweeper. This chapter also includes
information on creating a Delete classification, enabling the Command AntiVirus
Scenario, updating the Command AntiVirus definition files, and removing the
Command Interceptor for MIMEsweeper.

Command Interceptor for MIMEsweeper
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CHAPTER 5 - MAILSWEEPER 4.0

This chapter provides pre-installation requirements and instructions on how to
install the Command Interceptor for MIMEsweeper. Chapter 5 also includes
information on creating a delete classification, enabling the Command AntiVirus
Scenario, updating the Command AntiVirus definition files, and removing the
Command Interceptor for MIMEsweeper.

CHAPTER 6 - MAILSWEEPER 3.2

Chapter 6 provides pre-installation requirements and instructions on how to
install and remove the Command Interceptor for MIMEsweeper.

CHAPTER 7 - WEBSWEEPER 4.0

This chapter provides pre-installation requirements and instructions on how to
install the Command AntiVirus Scenario for WEBsweeper™ and the Command
Interceptor for MIMEsweeper™. Chapter 7 also includes information on
scheduling Command AntiVirus definition file updates, creating a Delete
classification, enabling the Command AntiVirus Scenario, and removing the
Command Interceptor for MIMEsweeper.
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CONVENTIONS USED

Indicates an area that requires special attention.

Indicates a helpful tip.

Indicates network-specific information.

COURIER Examples and messages appear in COURIER For example:

C:\MSW\PROGRAM
CSAV The acronym used for Command AntiVirus.
Italics A reference to the manual is in italics.
ltalics A reference to another chapter in the manual is in bold and italics.
Bold A reference to a section within the chapter is in bold.

Command Interceptor for MIMEsweeper
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ADDITIONAL INFORMATION

WEB SITE

You will find a wealth of fascinating information on the Command Software
Systems web site. Do you have questions about viruses? Do you want to know
more about security? Would you like to know the answers to our customers’
most frequently asked questions? We provide comprehensive information on
viruses, products, events, employment opportunities and much more. Plus, for
your convenience, all of our readme files, quick start guides, and manuals are
available for online viewing.

Be sure to visit this exciting extension of Command Software Systems’ services
at:

¢ Command Software U.S. — http://www.commandsoftware.com
¢ Command Software UK — http://www.command.co.uk

¢ Command Software Australia — http://www.commandcom.com.au

MAILING LIST SERVER

Registered users of Command AntiVirus can subscribe to Command Software
Systems’ mailing list server. As long as you have an Internet e-mail address, you
can obtain electronic natification of product updates and announcements. You
can also receive our newsletter, and a variety of other services. For more
information, call Customer Satisfaction or visit our web site.
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CS MAILSWEEPER 4.3
FOR SMTP

To enable Command Interceptor™ protection, you must install the Command
Interceptor for MIMEsweeper™. The instructions in this chapter can be used to
install the Command Interceptor from the downloaded file or from the CD.

PRE-INSTALLATION REQUIREMENTS

Before installing the Command Interceptor for MIMEsweeper, your system must:

* Have CS MAILsweeper™ 4.3 for SMTP installed on an NTFS-formatted
partition.

¢ Have the Command Interceptor Scenario installed. For more information, refer
to Installing the Command Interceptor Scenario located later in this
section.

* Not have any e-mail anti-virus program installed.
NOTE: To remove a previously installed e-mail anti-virus program, use the
Add/Remove Programs feature in the Windows 2000/XP Control Panel. For

more information, refer to Removing An Anti-virus Scenario  located later in this
chapter.

* Not have any anti-virus real-time protection active.

If your system does not meet the above-mentioned requirements, Command
Interceptor may not function correctly.
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INSTALLING THE COMMAND INTERCEPTOR SCENARIO

To install the Command Interceptor for MIMEsweeper, you must first install the
Command Interceptor Scenario. If you try to install the Command Interceptor
before you install the scenario, the system displays an error message informing
you that the Command Interceptor Scenario must be installed.

You can install the Command Interceptor Scenario during or after the installation
of CS MAILsweeper 4.3 for SMTP.

During the CS MAILsweeper Installation

To install the Command Interceptor Scenario during the installation of CS
MAILsweeper 4.3 for SMTP, select the Command Interceptor Scenario  check
box under Legacy MIMEsweeper Scenarios in the MIMEsweeper Anti-Virus
Scenarios dialog box:

Command Interceptor for MIMEsweeper
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fi MAILsweeper for SMTP - InstallShield Wizard

MIMEsweeper Anti-¥irus Scenarios
Define wour Anki-Yirus palicy Q

The following Content Scanners are inskalled. YWe recommend wou use a content scanner
ko define wour Anki Virus policies:

—Installed Content Scanners

Mone Inskalled

The fFollowing legacy scenarios are also available:

—Legacy MIMEsweeper Scenarios

v Command Interceptar Scenario: [ F-Secure Anti-virus Scenario

[~ H+BEDY Antivir Scenatio [™ sophos Anti-virus Scenario

Click. Help For Further information,

IystalEhield
Help < Back I Mext = I Cancel

MIMEsweeper Anti-Virus Scenarios Dialog Box

2-3
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After the CS MAILsweeper Installation

After you have installed CS MAILsweeper 4.3 for SMTP, you can install the
Command Interceptor Scenario through the MAILsweeper installation program'’s
Program Maintenance dialog box.

In Windows 2000, or Windows XP, to perform any of the installation maintenance
tasks, you must be a member of the Administrators group on the local machine

To install the Command Interceptor Scenario after the installation of CS
MAILsweeper 4.3 for SMTP, follow these steps:

1. Click the Start button on the Windows taskbar.

2. Select Settings .

3. Click Control Panel .

4

. Double-click Add/Remove Programs . The system displays the Add/Remove
Programs dialog box.

5. Select MAlLsweeper for SMTP from the list of currently installed programs,
and click the Change button. The system displays the MAILsweeper for
SMTP installation program’s Welcome dialog box.

6. Click Next. The system displays the Program Maintenance dialog box:

Command Interceptor for MIMEsweeper
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_' MAILsweeper for SMTP - InztallShield Wizard

Program Maintenance

Madify, repair, or remove the program,

0
%
<
>
=
0
=
i
m
T
m
T
A
w

Iyt |Shield

Program Maintenance Dialog Box

7. Select Modify, and click Next. The system displays the Custom Setup dialog
box:
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i MAILsweeper for SMTP - InstallS hield Wizard |

Custony Setup
Select the program features wou want inskalled, %

Click on an icon in the list below ko change how a feature is installed,

ol == el = W= e e

Provides policy-based content
security For Inkernal e-mail,

This feature requires OKE on
vour hard drive, Ik has 0 af &
subfeatures selected, The
subfeatures require OKB on wour
hiard drive.

IrstallEhield

Help | < Back I Mext = I Cancel

Custom Setup Dialog Box

8. Click the plus sign (+) to the left of MAILsweeper for SMTP to expand it.

9. Click the plus sign (+) to the left of Anti-Virus Scenarios to display the
scenarios:

Command Interceptor for MIMEsweeper
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i MAILsweeper for SMTP - InstallS hield Wizard

Custony Setup

Select the program features wou want inskalled,

©)

]|

Click on an icon in the list below ko change how a feature is installed,

IrstallEhield

[ vI MalLsweeper For SMTP

------- i= - | Configuration Files

Management Console
Management Tools
Services

Anki-Yirus Scenarios

F-Secure Anki-Yirus

H+EEDY Ankivir

[y I N N [

Zommand Interceptor

e atlnE MEserpbo

Allows wou to create scenarios
using Cormmand Intercepkar
software,

This feature frees up 384KE on
vour hard drive,

Help |

< Back

I Mexk = I

Cancel

Custom Setup Dialog Box — Anti-Virus Scenarios

10. Select Command Interceptor , and click the drop-down arrow : s ,| to the
right of the icon. The system displays the installation state drop-down menu:
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i MAILsweeper for SMTP - InstallS hield Wizard |

Custony Setup
Select the program features wou want inskalled, %

Click on an icon in the list below ko change how a feature is installed,

e e akurE [ JElE]

------- I MalLsweeper For SMTP - AL LEsription .

Confiauration Files — Allows wou to create scenarios
d using Cormmand Intercepkar

Management Consoale software,
Management Tools
Services
Anti-Yirus Scenarios This feature frees up 384KE on
EI Zommand Interceptor your hard drive.

&  Thig feature will be inztalled on lozal hard drive.

=3B Thiz feature, and all subfeatures, will be installed on local hard drive.

¥ Thiz feature will nat be available.

IrstallEhield

Help | < Back I Mext = I Cancel

Custom Setup Dialog Box — Installation State Drop-down Menu

11. Select This feature will be installed on local hard drive

12. Click Next. The system displays the Ready to Modify the Program dialog
box.

Command Interceptor for MIMEsweeper
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13. Click Install . The system displays the Installing MAILsweeper for SMTP
dialog box. Please wait while the program updates your system.

NOTE: You can click Cancel, Exit Setup and then OK to cancel the install and
exit the setup program.

When the updating is complete, the system displays a dialog box informing
you that MAILsweeper for SMTP has been successfully installed.

14. Click Finish to exit.

INSTALLING COMMAND INTERCEPTOR

Adding the Command Interceptor to CS MAILsweeper 4.3 for SMTP is a
four-step process.
1. Installing the Command Interceptor for MIMEsweeper.

2. Creating a Stripped classification in MAILsweeper.

NOTE: Creating a Stripped classification in MAILsweeper allows you to create
a Command Interceptor Scenario that deletes infected e-mail attachments that
cannot be disinfected and then delivers the e-mail. For more information, refer to
Creating a Stripped Classification located later in this chapter.

3. Creating and enabling the Command Interceptor Scenario.

4. Scheduling Command Interceptor virus definition file updates.
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INSTALLING COMMAND INTERCEPTOR FOR MIMESWEEPER
1. If you are installing the Command Interceptor for MIMEsweeper from:

¢ the downloaded file — on your system's hard drive, create a Command
Interceptor installation folder. Move the downloaded file to this folder.

Then, double-click the file. This extracts the Command Interceptor files.
Go to Step 2.

¢ the CD - place the CD into the CD-ROM drive, and change to that drive.
Open the folder called MSW4.3x. Go to Step 2.

2. Open the INTRCEPT folder, and then double-click the file called SETUP.EXE.
The system displays the User Name and Password dialog box.

NOTE: Experienced Users Only - You can also start the installation program by
running the msiexec with the following parameters:

msiexec /i intrcept.msi REINSTALL=ALL REINSTALLMODE=vomus

Command Interceptor for MIMEsweeper
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User Mame and Password x|

— |zer Mame:

— Pazzword:

— Confirmn Password:

—LRL

Ihttp:a’a’duwnlnad. commandcom. comproducts/commercial/def g

[+ Usze Pazzive FTF Connection Canicel | k. I

User Name and Password Dialog Box

3. Inthe User Name text box, type a valid Command Software Systems user
name.

4. In the Password text box, type a valid Command Software Systems
password.

5. In the Confirm Password text box, retype your password, and click OK. The
system displays the Updating System dialog box.

NOTE: As some firewalls may have a problem with an active connection, the
Use Passive FTP Connection check box is selected by default. If the URL
specified in the URL text box is an FTP URL, the connection is made in passive
mode. To use an active connection, clear the Use Passive FTP Connection
check box.
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6.

CS MAIL SWEEPER 4.3 FOR SMTP

When the installation is complete, the system displays a dialog box informing
you that Command Interceptor for MIMEsweeper has been successfully
installed.

Click Finish .

NOTE: The following services will be started automatically:

7.

MAILsweeper for SMTP Delivery

MAILsweeper for SMTP Receiver
MAILsweeper for SMTP Security

Go to Creating a Stripped Classification

CREATING A STRIPPED CLASSIFICATION

This section provides instructions on how to create a classification that deletes
infected files that cannot be disinfected.

To create this classification follow these steps:

1.

Open the MAILsweeper for SMTP Console 4.3 .

2. In the Tree view, locate and select Classifications .
3.
4

Click the plus sign (+) to the left of Classifications to expand it.

. Using the right mouse button (right-click), click Classifications . The system

displays a shortcut menu:

Command Interceptor for MIMEsweeper
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'iti MAILsweeper for SMTP Console O] x|
J Console  ‘window  Help |J 0= M |

‘i Conzole RootA\MAILsweeper for SMTP Policy on ‘localhostsMAILsweeper fo___ [ [x

J Action  Wiew  Favorites |J e =y | | ! | | @ |J -+ ¥

Tree I Favorites | M arne | Type
...... h Reports [MAILsweeper for SMTF']_I [ Dty In Ercluzive Clazsification
EI " MAILsweeper for SMTP Policy on ‘loc. | (26 Dity Out Enclusive Clagsification
..... -E%] Licenses (31 Encrypted Spztem Classification
EI Q MAILzweeper for SMTP (3] Park Excluzive Claszification
----- EEE Address Lists [ Undetermined Syztem Clazzification
=-Zf Policies (31 Cleaned E xclusive Classification
= e Open . h Syztem Classification
..... @ ]
""" @D Mew
----- Ei
,,,,, % Pl Yiew 3

..... Fg U Mew \Window fram Here

""" G Cl Mew Tazkpad Wiew. ..

----- A C
-2 Scen:  Export List...
3 Message _
..... Alerters Properties

@ Reference Help

MAILsweeper for SMTP Console — Classifications Shortcut Menu

5. Select New, and click Classification . In the Tree, the system creates a new
classification called Classification with a text box around the name.

6. Type Stripped , and press Enter.

Now you need to create a Deliver action for the Stripped classification so
that messages are placed in the delivery queue for delivery to the recipients.

7. Right-click the Stripped classification. The system displays a shortcut menu:
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'iii MAlLsweeper for SMTP Console (O] x|
J Corzale  Window  Help |J 0= |
‘i Conzole Root\MAILsweeper for SMTP Policy on ‘localhostSWMAIL: . [ [=] B4
J Action  Wiew  Favorites ||ﬂ=' -I||=+TI|E|E||X|@
Open
J L4 Fromote
Tree | Favarit T
I v ESI Action wizard... | —
- MalLsweeper f
- Reparts [MalLs Alert _
El s bl Laweaper for 5 View R Copy To ﬁ.rch!ve Account
..... -4l Licenses . Copy Tao Archive Folder
et Window from Here -
EI Q MalLsweeper f Deliver
----- EE& Addresz Lis Mew Taskpad Wiew... Fonward
E’? Palicies [rfarr
=[] Classif Copy Log
_____ (3] Dir Delete Park
""" & Dir Eenamf. Cluarantine
..... % En wpoart List. .. Rieply
..... a .
Save
_____ 5 Un Froperties
..... @ |:|E Help
----- Bl Cipec
..... @ I:lEEIrI
[H.[771 Srananine b
dl | _*I_I dl | H
|Ereate a Deliver | | o

Stripped Classification Shortcut Menu — Deliver Action
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8. Select New, and click Deliver. The system displays the Deliver Wizard
Welcome dialog box.

Follow the wizard's on-screen instructions. When the system displays the
Action Name dialog box, accept Deliver as the name for this new action.

When the wizard is complete, the systems adds the Deliver action to the right
pane.

As classifications are applied in hierarchical order, you now need to promote
or demote the Stripped classification in the Classifications branch so that it
is located just beneath the Cleaned classification.

9. Right-click the Stripped classification. The system displays a short-cut menu:
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i MAILsweeper for SMTP Console =] E3
J Conzole  Window  Help |J == |

Tm Console RBoot\MAILsweeper for SMTP Policy on ‘localhost’... [ [=] B3

J Action  Yiew  Favonites || e o= | Icf'__lﬁ| E‘éﬁ'ﬁ | b4 | @

Open
e — |
ramote
Tree | Favarit T
. I o ESI Action wizard... | ""FTE
& MAILsweeper for Deliver
R Reports [MAlLzwe Mew k
El ’ MalLsweeper for SM1 View .
----- gl Licenzes

I ew window from Here

El Q talLzweeper for
----- EE@ Address Lists Mew Taskpad Yiew. .
Policies
El[j Classifical  COPY
..... @ Dirty | Delete
..... (3 Dity [ Aename
..... (3] Ercry Export List...

% Eiﬁe Properties
----- (3] Clean|  Help

- 8l o

Stripped Classification Shortcut Menu — Promote

10. Click Promote . This moves the Stripped classification above the immediately
preceding classification.

NOTE: If the Stripped classification is above the Cleaned classification, click

Demote to move the Stripped classification beneath the classification that
immediately follows.
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11. Repeat Steps 9 and 10 until the Stripped classification is located just beneath
the Cleaned classification.

NOTE: The Stripped classification customizations do not apply until you stop
and then start the following services:

* MAlIlLsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

As the customizations to the Command Interceptor Scenario also require that
you stop and start these services, we recommend that you do so after you
create and enable the scenario.

12. Go to Creating And Enabling The Command Interceptor Scenario

CREATING AND ENABLING THE COMMAND INTERCEPTOR
SCENARIO

To create and enable the Command Interceptor Scenario, follow these steps:

1. Open the MAILsweeper for SMTP Console 4.3 .

2. In the Tree view, locate and select Scenarios .

3. Click the plus sign (+) to the left of Scenarios to expand it.
4

. Right-click Scenarios . The system displays a shortcut menu:
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'iti MAILsweeper for SMTP Console
J Conzole  Window  Help |J = |
Folder

Tﬂl Console RBootAMAIL sweeper for SMTP Policy on * | x|

Archiver

Attachment Limiter

Tree I Farvarites I

EITIE

EIQ MalLsweeper for SMTP

By Address Lists
=-Zf Palicies

=27 Classifications

[hzoming
Cutgoing

Attachment Stipper
Clazzifier

Command [nterceptar

Commercial Digclaimer
Content Scanner

..... (] Dirty In D ata Type kanager
..... (7 Dirty Dut Executable
..... (3] Encrypted File Detector
----- (] Park HTHL Manager
----- () Undetermined Legal Disclaimer
----- 3] E|§GHEE| Patterm batcher
----- (] Stripped Reclassifier
""" E Signature Detect
=3 '5":""-"'-" — Size Manager
ncom p . Spoaf Matifier
----- [ Outga)  Scenaria wizard...
. Text Analpzer
2} Message Area :
..... e T s Manager
% References g b
-4 SMTF Fh.ala_'.' Mewvs Windavs fram Here
= ([ Routing
- D Bliazes Mew Tazkpad Yiew. ..
1 Export List... _I LI

Scenario Shortcut Menu

5. Select New, and then click Command Interceptor . The system displays the
Command Interceptor Wizard Welcome  dialog box.

6. Click Next. The system displays the Initial Scenario State dialog box:
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Mew Command Interceptor Wizard |
Imitial Scenano State
Specify the state of the Scenario on creation. %
[ Enabled
Select thiz option to turn on the gcenario in the origin folder and in any subfolders.
[T Oweridable

Select thiz option ta allow the scenarnio ta be turned an and aff in zubfalders withaout
affecting itz enabled state in the onigin folder.

Maote: The scenario state can be changed later by right-clicking the Scenario in
the details pane and zelecting Enabled or Overridable.

¢ Back I et » I Cancel Help

Initial Scenario State Dialog Box

7. Select the Enabled check box to turn on the scenario.

NOTE: You can change the state of the scenario at a later time by right-clicking
the Command Interceptor Scenario in the right pane of the MAILsweeper for
SMTP Console . Just select or clear the Enabled shortcut menu item.

8. Clear the Overridable check box.

9. Click Next. The system displays Location dialog box:
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Mew Command Interceptor Wizard |

Location
Select the location where Command |nterceptor iz installed. Either tppe in a folder /)
harne or browse to the folder.

Enter the lacation af Cammand |nterceptar.

< Back I et » I Cancel Help

Location Dialog Box

10. In the Enter the location of Command Interceptor  text box, type where you
want to install the Command Interceptor files.

NOTE: You can use the Browse button to locate the path.

11. Click Next. The system displays the Cleaning and Annotation dialog box:
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Mew Command Interceptor Wizard

Cleaming and Annotation

Command Interceptor supportz optional cleaning in addition to detection. If
cleaning iz required, annotation of the message iz alzo pozzible,

0
%
<
>
=
0
=
i
m
T
m
T
A
w

Cleaning and Annotation Dialog Box

12. Select the Clean the detected item check box. This option automatically
attempts to disinfect a virus when it is found.

NOTE: You can also add text to the original message when the virus is
disinfected by selecting the Annotate the associated message check box. For
example, you may want to indicate that has virus has been disinfected.
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13. Click Next. The system displays the Stripping and Annotation dialog box:

NOTE: If you selected the Annotate the associated message check box, the
system first displays the Annotate Text dialog box.

In the Annotation text box, type the message that you want to add, for example,
A virus has been cleaned , and click Next. The system displays the
Annotation Position dialog box. Select where you want to insert the text, for
example at the beginning or at the end of the message, and click Next.

Mew Command Interceptor Wizard |

Stripping and Annotation
Command Interceptor supportz optional stipping in addition to cleaning and %

detection. If stipping iz required, annotation of the meszage iz alzo pozsible.

¥ Stip the detected item
[T Annotate the aszociated message

|f cleaning and stripping are both selected, an attempt to clean the detected item will be
made. |f cleaning is not pogzible, the item will then be stipped from the meszage.

< Back I et > I Cancel Help

Stripping and Annotation Dialog Box
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14. Select the Strip the detected item check box. If it is not possible to disinfect
the infected attachment, this option removes the infected attachment from the

message.

NOTE: You can also add text to the original message when the virus is removed
by selecting the Annotate the associated message check box. For example,
you may want to indicate that an infected attachment has been removed.

15. Click Next. The system displays the Classifications dialog box:

NOTE: If you selected the Annotate the associated message check box, the
system first displays the Annotate Text dialog box.

In the Annotation text box, type the message that you want to add, for example,
A potentially dangerous attachment has been stripped , and click
Next. The system displays the Annotation Position dialog box. Select where
you want to insert the text, for example at the beginning or at the end of the
message, and click Next.
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Mew Command Interceptor Wizard |

Classifications
Each unigue outcome or result for a Scenano iz called a Clazsification Type. For /)
each tpe select a Claszzsification or type the name of a new one.

Faor each pozzible soenanio outcame, associate a classification.

[T Include Spstem Clazsifications

[ Include Inclusive Clazsifications

On detected items cleaned: || j
O detected items stripped: I j
Oh wirus cannot be removed: I j

Maote: Create a new Clazzification by twping the name directly into the appropriate
edit field,

¢ Back I [ el Cancel Help

Classifications Dialog Box

16. Select the Include System Classifications  check box.

17. Select the Include Inclusive Classifications  check box.
18. From the On detected items cleaned list , select Cleaned.
19. From the On detected items stripped list, select Stripped .

20. From the On virus cannot be removed list, select Dirty In .
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Mew Command Interceptor Wizard |

Clagszifications
Each unigue outcome or result for a Scenano iz called a Clazsification Type. For %

each type select a Clazzification or type the name of a new one.

Faor each pozzible soenanio outcame, associate a classification.

V¥ Include Spstem Clazsifications

¥ Include Inclusive Clazsifications

Or detected items cleaned: IEIeaned j
On detected items stripped: IStripped j
On viruz cannot be removed: IDirt_l,l Ir j

Maote: Create a new Clazzification by twping the name directly into the appropriate
edit field,

¢ Back I et » I Cancel Help

Classifications Dialog Box — Classifications Selected

21. Click Next. The system displays the Scenario Name dialog box:
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Mew Command Interceptor Wizard |

Scenario Name
Enter a name for the new iterm with a cormment if required. %

[~
< Back I et » I Cancel | Help |

Scenario Name Dialog Box

NOTE: If you want to change the default name of the scenario, Command
Interceptor , in the Name text box, type a new name.

22. Click Next. The system displays the Completing the Command Interceptor
Wizard dialog box.

23. Click Finish .
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You can now configure the alerting mechanisms for the classifications listed in
the Classifications branch.

To configure these mechanisms, follow these steps:

1. Right-click a classification.
2. Select New from the shortcut menu.

3. Select Notification . The system displays a shortcut menu with the Alert,
Inform , Log, and Reply options.

4. For details on how to configure these options, see the product's online help or
refer to the MAILsweeper for SMTP Version 4.0 Getting Started Guide.

For the Stripped classification and the Command Interceptor Scenario
customizations to apply, you must stop and then start the following services:

* MAlIlLsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver
* MAILsweeper for SMTP Security

To keep your virus protection up-to-date, we highly recommend that you update
your Command Interceptor virus definition files (deffiles).

You can schedule updates to occur automatically, or you can manually update
these files. To schedule updates, refer to Scheduling Command Interceptor
Definition File Updates . To update manually, refer to Updating the Command
Interceptor Definition Files Manually
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SCHEDULING COMMAND INTERCEPTOR DEFINITION FILE
UPDATES

NOTE: You can also update the Command Interceptor definition files manually.
For more information, refer to Updating the Command Interceptor Definition
Files Manually .

To schedule updates of the Command Interceptor definition files, follow these
steps:

1. Click the Start button on the Windows taskbar.

2. Select Settings .

3. Click Control Panel .

4

. Double-click Scheduled Tasks . The system displays the Scheduled Tasks
folder.

5. Double-click Add Scheduled Tasks . The system displays the Windows
Scheduled Task Wizard Main dialog box:
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Scheduled Task Wizard |

Thiz wizard helpz you schedule a task for Windows
to perform.

You zelect the program pou want YWindows to wun,
and then zchedule it for a convenient time.

Click Mest to continue.

< Back I MHext = I Cancel

Scheduled Task Wizard Main Dialog Box

6. Click Next to continue. The system displays a Program Selection dialog box:
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Scheduled Task Wizard I

Click the program you want “Windows to .
To zee mare programsz, click Browse.

Application | Werzion | -
Lhccessibiliy Wizard | h.00.2134.1 .

[ Address Book h.00.291967...
%.ﬁ.ddress Book Palm Spmc Install 1.0.0.5
Eﬁ.ﬁ.ddress Book Palm Sync Re..  4.61.0.3
n:.:.ﬁ.nimaticun Shop 2 2.02 Releaze

,_.;% AL Inztant Meszenger [TH] 20912
(=[N = P Ein 21791 ;I

Browse. .. |

< Back I i st | Cancel |

Program Selection Dialog Box

7. Click Browse . The system displays the Select Program to Schedule dialog
box:
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Select Program to Schedule =
Lack in: | = Local Disk [C:) -] «m@m ek
C_IRECYCLER :
_looo f System Yolume Information
_ o000 I:I viruses
CWINNT
_ccTcion [ =BUILDx
_lcod S ALUTOEXEC.BAT

book.ini
BOOTSECT.DOS
COMMAMD, COM
COMFIG.SYS
iDRVSPACE BIN

_1Documents and Settings
Program Files
B quarantine

L |

i

File name: I j Open I

Filez of type: IF'n:.grams j Cancel |
Select Program to Schedule Dialog Box

8. Double-click Program Files . The system displays the Program Files folder.

NOTE: If you have upgraded from MAILsweeper for SMTP 4.2, double-click
Common Files , and then Content Technologies . The system displays the
Content Technologies folder. Go to Step 12.
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9. Double-click Command Software . The system displays the Command
Software folder.

10. Double-click MIMEsweeper. The system displays the MIMEsweeper folder.

11. Double-click Command Interceptor . The system displays the Command
Interceptor folder:

Select Program to Schedule EE

Look in: Iﬁ Command Interceptor j & 5 Efl-

aud.dl
cazdrde.dll
cizcand2.dl
defn.di
englizh. 1
rnacro. def
¢ setpwd. exe
gign.def
gigne. def

File name: Iupdt.e:-:e j Open I
Filez of type: IF'mgrams j Cancel |
7

Select Program to Schedule Dialog Box — Command Interceptor Folder

12. Select updt.exe , and click Open. The system displays a Task Name and
Frequency dialog box:
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scheduled Task Wizard Ed I

Type a name for thiz tazk. The task name can be
the zame name az the program name.

Iupdt

Perfarm this tazk:

* [aily

" Weekly

= bonthly

= Ore time anly

™ When my computer starts
= when | log on

< Back I M et > I Cancel

Task Name and Frequency Dialog Box

13. Select how often you want to perform this task, for example, Daily, Weekly,
Monthly , and click Next. The system displays a Time and Day dialog box:
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‘ Scheduled Task Wizard x|

| Select the time and day pou want this task to start,
1
|

Start tirme:
1434M =

Perfarmm this tagk:

; % Every Day
; " Weekdays

" Ewvery I‘I _I? ey
: Start date:

I 8/28/2002 = I

< Back | MHest = Cancel

Time and Day Dialog Box

14. In the Start time box, select the time of day that you want the update to take
place, for example, 1:43 AM.

15. Under Perform this task , select the days that you want the update to take
place, for example, Every Day, Weekdays , Every 5 days .

16. In the Start date box, select the date that you want the updates to start, and
click Next. The system displays a User Name and Password dialog box:
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scheduled Task Wizard Ed I

Enter the name and pazsword of a uzer. The tazk will
rur &z if it were started by that uzer.

Enter the uzer name: ||

Enter the pazzword: I

Canfirrn passwiord: I

< Back I [t Cancel

User Name and Password Dialog Box

17. In the Enter the user name text box, type a local user name that has
Administrative rights.

18. In the Enter the password text box, type the password of the local user name.

19. In the Confirm password text box, retype the password, and click Next. The
system displays a Scheduled Task Complete dialog box:
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Scheduled Task Wizard x|

Y'ou have successfully scheduled the following tazk:

¢ updt

"Windows will perform thiz tazk:
At 7:43 AW evemn day, starting 8/29/2002

Dpen advanced properties for thiz task when | click
r Finizh.

Click Finizh to add this task to pour Windows schedule.

< Back Firnzh Cancel

Scheduled Task Complete Dialog Box

20. Click Finish .

Command Interceptor for MIMEsweeper



CS MAILSWEEPER 4.3 FOR SMTP 2-37

UPDATING THE COMMAND INTERCEPTOR DEFINITION FILES
MANUALLY

To keep your product's anti-virus abilities up-to-date, please check Command
Software System's web site at http://www.commandsoftware.com/html/defupdate.html.
There, you can download the latest Command Interceptor definition files.

To update the files, follow these steps:

NOTE: The following services will be stopped and restarted automatically:

MAILsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAILsweeper for SMTP Security

1. On your system's hard drive, create a temporary folder.

2. Download the file called DEFINT.MSP from the Command Software System's
web site to the temporary folder that you created in Step 1.

3. Double-click the file. This updates the Command Interceptor definition files.
4. Delete the file called DEFINT.MSP.




2-38 CS MAIL SWEEPER 4.3 FOR SMTP

CHANGING YOUR COMMAND INTERCEPTOR FOR
MIMESWEEPER PASSWORD

1. Go to the Command Interceptor installation folder.

2. Open the INTRCEPT folder, and then double-click the file called SETUP.EXE.
The system displays the User Name and Password dialog box:

Uszer Hame and Password |

— Uszer Mame:

— Paszword:

Ixxx

— Confirm Paszword:

Ixxx

— AL

Ihttp:.-".-"u:l-:uwnlu:uau:l.u:u:ummanu:lu:u:um.-:u:um.-"pru:u:luu:ts.-"u:u:ummeru:ial.-"def.-",ftp:

¥ Use Pazsive FTP Connection Cancel | ] I

User Name and Password Dialog Box

3. Inthe User Name text box, type a valid Command Software Systems user
name.

4. In the Password text box, type a valid Command Software Systems
password.
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5. In the Confirm Password text box, retype your password, and click OK. The
system displays the Updating System dialog box.

NOTE: As some firewalls may have a problem with an active connection, the
Use Passive FTP Connection check box is selected by default. If the URL
specified in the URL text box is an FTP URL, the connection is made in passive
mode. To use an active connection, clear the Use Passive FTP Connection
check box.

When the installation is complete, the system displays a dialog box informing
you that Command Interceptor for MIMEsweeper has been successfully
installed.

6. Click Finish .

REMOVING COMMAND INTERCEPTOR FOR
MIMESWEEPER

To remove the Command Interceptor for MIMEsweeper, follow these steps:

Open the MAILsweeper for SMTP Console .
In the Tree view, locate and select Scenarios .
Delete any Command Interceptor scenarios.

Close the Console .

S

Using the Add/Remove Programs feature in the Windows Control Panel, first
remove Command Interceptor for MIMEsweeper

6. Then, using the MAILsweeper for SMTP installation’s Program Maintenance
dialog box, remove the Command Interceptor Scenario . For more
information, refer to Removing An Anti-virus Scenario  located later in this
chapter.
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7. Restart the following services:

* MAlIlLsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver
* MAIlLsweeper for SMTP Security

NOTE: If you have scheduled updates of the Command Interceptor definition
files through the Windows® Scheduled Task Wizard, you also need to delete the
scheduled task.

To delete the scheduled task, follow these steps:

Click the Start button on the Windows taskbar.

Select Settings .

Click Control Panel .

Double-click Scheduled Tasks .

Right-click the UPDT task. The system displays a drop-down menu.
Click Delete. The system displays the Confirm File Delete dialog box.
Click Yes.

N o g M w D E
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REMOVING AN ANTI-VIRUS SCENARIO

After you have installed CS MAILsweeper 4.3 for SMTP, you can remove an
anti-virus scenario through the MAILsweeper installation program’s Program
Maintenance dialog box.

In Windows 2000, or Windows XP, to perform any of the installation maintenance
tasks, you must be a member of the Administrators group on the local machine

To remove an anti-virus scenario after the installation of CS MAILsweeper 4.3 for
SMTP, follow these steps:

1.
2.
3.
4.

Click the Start button on the Windows taskbar.
Select Settings .
Click Control Panel .

Double-click Add/Remove Programs . The system displays the Add/Remove
Programs dialog box.

. Select MAILsweeper for SMTP from the list of currently installed programs,

and click the Change button. The system displays the installation program’s
Welcome dialog box.

Click Next. The system displays the Program Maintenance dialog box:
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? MAILsweeper for SMTP - InztallShield Wizard

Program Maintenance

Modify, repair, or remove the program,

Isteal| Sl

Program Maintenance Dialog Box

7. Select Modify, and click Next. The system displays the Custom Setup dialog
box:
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i MAILsweeper for SMTP - InstallShield Wizard

Custom Setup
Select the program features you want installed, %

Click on an icon in the list below to change how a Feature is installed,

= e ature MescrHpEET

Provides policy-based content
security for Inkernal e-mail,

This Feature requires OKE on
wour hard drive, It has 0 of 5
subfeatures selected, The
subfeatures require OKB on wour
hard drive.

IrstalEhield

Help | < Back I Mext = I Cancel

Custom Setup Dialog Box

8. Click the plus sign (+) to the left of MAILsweeper for SMTP to expand it.

9. Click the plus sign (+) to the left of Anti-Virus Scenarios to display the
scenarios.
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i MAILsweeper for SMTP - InstallS hield Wizard |

Custony Setup
Select the program features wou want inskalled, %

Click on an icon in the list below ko change how a feature is installed,

) = | MAILswesper For SMTR ]| [rEaurebeseiptian ,
- =3 | Configuration Files — .ﬁ.llpws wou bo create scenarios
H using Cormmand Intercepkar
: Management Consoale software,
Management Tools
Services
Anki-Yirus Scenarios This feature requires OKE on
{Q M E_ommand Interceptor yaour hard drive,
X | F-5ecure Anki-Yirus —
2 . [

IrstallEhield

Help | < Back I Mext = I Cancel

Custom Setup Dialog Box — Anti-Virus Scenarios

10. Select the anti-virus scenario that you want to remove, and click the

drop-down arrow to the right of the icon. The system displays the
installation state drop-down menu:
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i MAILsweeper for SMTP - InstallShield Wizard

Custom Setup

Select the program features you want installed, %‘

Click on an icon in the list below to change how a Feature is installed,

= e abre b e
- Qvl MalLsweeper For SMTP - FArE DEstrptan :

=3 | Confiquration Files — Allows vou to create scenarios
4 using Command Inkercepkar
it =0 = | Management Console software,
t-- (= = | Management Taols

=l ~ | Services

= = | Anti-Virus Scenarios This Feature requires OKE on

: -- Command Inkerceptor your hard drive.

" =0 Thig feature will be installed on local hard drive.

=38 Thiz feature, and all subfeatures, will be installed on local hard drive.

T hiz feature will nat be available.

IrstalEhield

Help | < Back I Mext = I Cancel

Installation State Drop-down Menu

11. Select This feature will not be available

12. Click Next. The system displays the Ready to Modify the Program dialog
box.

13. Click Install . The system displays the Installing MAILsweeper for SMTP
dialog box. Please wait while the program updates your system.

NOTE: You can click Cancel, Exit Setup and then OK to cancel the install and
exit the setup program.
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When the updating is complete, the system displays a dialog box informing
you that MAILsweeper for SMTP has been successfully installed.

14. Click Finish to exit.
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To enable Command Interceptor protection, you must install the Command
AntiVirus Scenario for MAILsweeper™ and the Command Interceptor™ for
MIMEsweeper™. The instructions in this chapter can be used to install them from
the downloaded file or from the CD.

PRE-INSTALLATION REQUIREMENTS

Before installing the Command Interceptor for MIMEsweeper, your system must:

* Have MAILsweeper 4.2 For SMTP installed on an NTFS-formatted partition

* Not have any e-mail anti-virus program installed

NOTE: To remove a previously installed e-mail anti-virus program, use the
Add/Remove Programs feature in the Windows NT® Control Panel.

If your system does not meet the above-mentioned requirements, Command
Interceptor may not function correctly.
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INSTALLING

Adding Command Interceptor to MAILsweeper is a four-step process.

1. Installing the Command AntiVirus Scenario.

2. Installing the Command Interceptor for MIMEsweeper.

3. Scheduling Command Interceptor Definition File Updates.
4

. Enabling the Command AntiVirus Scenario.

NOTE: You can also create a Delete classification in MAILsweeper to delete
infected files that cannot be disinfected. For more information, refer to Creating a
Delete Classification located later in this chapter.

INSTALLING THE COMMAND ANTIVIRUS SCENARIO

To install the Command AntiVirus Scenario, follow these steps:

1. Open the MAILsweeper for SMTP Console .
2. In the Tree view, locate and click Services .

3. In the left pane, select the following services:

* MAlIlLsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAIlLsweeper for SMTP Security

4. Using the right mouse button (right-click), click the selected service(s), and on
the drop-down menu, click Stop.
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5. If you are installing the Command AntiVirus Scenario from:

* the downloaded file — On your system's hard drive, create a Command
Interceptor installation folder. Move the downloaded file to this folder.
Then, double-click the file. This extracts the Command Interceptor files.
Go to Step 6.

¢ the CD - Place the CD into the CD-ROM drive and change to that drive.
Open the folder called MSW4.2x. Go to Step 6.
6. Open the MAILSCEN folder, and then double-click the file called
SETUP.EXE. The system displays a Welcome screen.
7. Click Next to continue. Follow the instructions in the dialog boxes.

8. When the installation is complete, go to Installing Command Interceptor  for
MIMEsweeper .

INSTALLING COMMAND INTERCEPTOR FOR MIMESWEEPER

1. If you are installing the Command Interceptor for MIMEsweeper from:

¢ the downloaded file - go to the Command Interceptor installation folder
that you created in Step 5 of Installing the Command AntiVirus
Scenario , and open that folder. Then go to Step 2.

¢ the CD - place the CD into the CD-ROM drive and change to that drive.
Open the folder called MSW4.2x. Go to Step 2.

2. Open the INTRCEPT folder, and then double-click the file called SETUP.EXE.
The system displays the User Name and Password dialog box.

NOTE: Experienced Users Only - You can also start the installation program by
running the msiexec with the following parameters:

msiexec /i intrcept.msi REINSTALL=ALL REINSTALLMODE=vomus
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User Name and Password x|

— zer Mame:

— Paszword:

— Confirm Password:

—URL

Ihttp:.-’a’dnwnh:uad.cummandmm.n:u:um.n’pruducts#cummerciala’def.n’,ftp:

v Usze Passive FTP Connection Cancel | k. I

User Name and Password Dialog Box

3. In the User Name text box, type a valid Command Software Systems user
name.

4. Inthe Password text box, type a valid Command Software Systems
password.
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5. In the Confirm Password text box, retype your password, and click OK. The
system displays the Updating System dialog box.

NOTE: As some firewalls may have a problem with an active connection, the
Use Passive FTP Connection check box is selected by default. If the URL
specified in the URL text box is an FTP URL, the connection is made in passive
mode. To use an active connection, clear the Use Passive FTP Connection
check box.

6. When the installation is complete, the system displays a dialog box informing
you that Command Interceptor for MIMEsweeper has been successfully
installed. Click Finish .

NOTE: The following services will be started automatically:

* MAIlLsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver

* MAlIlLsweeper for SMTP Security

7. If you want to schedule updates to the Command Interceptor definition files,
go to Scheduling Command Interceptor Definition File Updates

If you do not, go to Enabling the Command AntiVirus Scenario
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SCHEDULING COMMAND INTERCEPTOR DEFINITION FILE
UPDATES

NOTE: In Microsoft® Windows for NT® 4.0, you must keep at least one user
logged on for updates to take place successfully.

NOTE: You can also update the Command Interceptor definition files manually.
For more information, refer to Updating the Command Interceptor Definition
Files Manually .

To schedule updates of the Command Interceptor definition files, follow these
steps:

1. Open the Windows Scheduled Task Wizard Main dialog box:

Command Interceptor for MIMEsweeper
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Scheduled Task Wizard |

Thiz wizard helpz you schedule a task for Windows
to perform.

You zelect the program pou want YWindows to wun,
and then zchedule it for a convenient time.

Click Mest to continue.

< Back I MHext = I Cancel

Scheduled Task Wizard Main Dialog Box

2. Click Next to continue. The system displays a Program Selection dialog box:
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Scheduled Task Wizard I

Click the program you want “Windows to .
To zee mare programsz, click Browse.

Application | Werzion | -
ihccessibiliy Wizard | h.00.2134.1 .

[ Address Book h.00.291967...
%.ﬁ.ddress Book Palm Spmc Install 1.0.0.5
Eﬁ.ﬁ.ddress Book Palm Sync Re..  4.61.0.3
n:.:.ﬁ.nimaticun Shop 2 2.02 Releaze

,_.;% AL Inztant Meszenger [TH] 20912
(=[N = P Ein 21791 ;I

Browse. .. |

< Back I i st | Cancel |

Program Selection Dialog Box

3. Click Browse . The system displays the Select Program to Schedule dialog
box:
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Select Program to Schedule =
Look in: | = Lacal Disk (C:) x| « @k E-

B _IRECYCLER
_looo f System Yolume Information
_loooo I:I viruses

1 bin L wInmT
_JccToion L BUILD:

S AUTOEREC BAT
1 biook.ini
BOOTSECT.DOS
COMMAMD, COM
P COMFIG. 5YS

- DRAVSPACE BIN

L |

File name: I j Open
Filez of type: IF'n:.grams j Cancel

Select Program to Schedule Dialog Box

| MSDOS,5YS
R NTDETECT.COM
%kl

! pagefile.sys

_1Documents and Settings
Program Files

B quarantine

i,

4. Double-click Program Files . The system displays the Program Files folder.
5. Double-click Common Files . The system displays the Common Files folder.

6. Double-click Content Technologies . The system displays the Content
Technologies folder:
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select Program to Schedule " 7| x|
Look, in: I ) Content Technologies j P ch': v
snrnpc, dll udl.dll
_E%] spl.chm
] spl.dil %] utilres.di
E ssc.dll 9 wna,dil
E stlport_vot_unicode. dll @ warnac, chim
] tfa.dl ] wnac.di
Q tfac. chim @ xalan.dl
E kfFac.dl 9 xerces. di
] ke, di %] wref.dl
] kul.di
] kule.dl
Kl v

File name: Iupdt.e:-:e j Cpen I
Filez of type: IPngrams j Cancel |
s

Select Program to Schedule Dialog Box — Content Technologies Folder

7. Select updt.exe , and click Open. The system displays a Task Name and
Frequency dialog box:
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scheduled Task Wizard Ed I

Type a name for thiz tazk. The task name can be
the zame name az the program name.

Iupdt

Perfarm this tazk:

* [aily

" Weekly

= bonthly

= Ore time anly

™ When my computer starts
= when | log on

< Back I M et > I Cancel

Task Name and Frequency Dialog Box

8. Select how often you want to perform this task, for example, Daily, Weekly,
Monthly , and click Next. The system displays a Time and Day dialog box:
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scheduled Task Wizard

Select the time and day you want thiz tazk o start.

Start time:

| ga3aM =

Ferform this tazk:

¥ Ewem Day

T Weekdays

" Ewvery |1 _% daps
Start date:

I 2427200 'I

< Back I M et > I Cancel

Time and Day Dialog Box

9. In the Start time box, select the time of day that you want the update to take
place, for example, 1:43 AM.

10. Under Perform this task , select the days that you want the update to take
place, for example, Every Day, Weekdays, Every 5 days .

11. Inthe Start date box, select the date that you want the updates to start, and
click Next. The system displays a User Name and Password dialog box:
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scheduled Task Wizard Ed I

Enter the name and pazsword of a uzer. The tazk will
rur &z if it were started by that uzer.

Enter the uzer name: ||

Enter the pazzword: I

Canfirrn passwiord:

< Back I [t Cancel

User Name and Password Dialog Box

12. In the Enter the user name text box, type a local user name that has
Administrative rights.

13. In the Enter the password text box, type the password of the local user name.

14. In the Confirm password text box, retype the password and click Next. The
system displays a Scheduled Task Complete dialog box:
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Scheduled Task Wizard x|
Y'ou have successfully scheduled the following task:

¢ updt

Wwindows will perform this tazk:
At 301 P evern day, starting 342642001

Cpen advanced properties for thiz tagk when | click,
r Finizh.

Click. Finish ko add this task to pour Windows schedule.

< Back I Finizh I Cancel

Scheduled Task Complete Dialog Box

15. Click Finish .

16. Go to Enabling the Command AntiVirus Scenario.
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ENABLING THE COMMAND ANTIVIRUS SCENARIO

To enable the Command AntiVirus Scenario, follow these steps:

1.
2.

© © N o

10.

Open the MAILsweeper for SMTP Console .

In Tree view, locate and right-click Scenarios . The system displays a shortcut
menu.

Select New.

Select Scenario . The system displays a menu containing the available
scenarios.

On the scenario menu, click Command AntiVirus . The system displays the
New Scenario dialog box.

Click Next. The system displays the Options dialog box.

Click Next. The system displays the Format Types dialog box.
Under Apply to data , select Always .

Click Next. The system displays the Location dialog box.

In the Location dialog box, you can accept the default location or select a
new location under Browse .

NOTE: If you did not modify the default location during installation, the
Command AntiVirus files are copied to:

%systemdrive%\Program Files\Common Files\Content Technologies

After selecting a location, click Next. The system displays the Clean dialog
box.
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11. Choose whether you want to clean (disinfect) detected viruses. If you select

Clean the virus detected , you have the option of selecting Annotate
cleaned item .

If you select this option, you can annotate a message in either standard

text format or in rich text format. Type the annotation in the text box. Then,
use the slider to tell the program to place the annotation at either the start of
the e-mail message or at the end of the e-mail message.

When you are finished, click Next.

12. Depending on the choices you made in Step 11, the systems displays one of
the following:

¢ If you did not select Clean the virus detected - the system displays an
Infected Classification dialog box. Select an Exclusive Classification
from the list and click Next. The system displays the Name dialog box.

¢ |If you selected Clean the virus detected - the system displays a Cleaned
Classification dialog box. Select an Exclusive Classification from the
list and click Next. The system displays the Infected Classification dialog
box. Select an Exclusive Classification from the list and click Next. The
system displays the Name dialog box.

13. In the Name dialog box, enter a name for the scenario that you are creating
and click Next. The system displays the New Scenario dialog box.

14. Click Finish to complete the creation of the scenario.

You can now configure the alerting mechanisms for the classifications listed in
the Classifications branch.

To configure these mechanisms, follow these steps:

1. Right-click a classification.
2. Select New from the shortcut menu.

3. Select Notification . The system displays a shortcut menu with the Alert,
Inform , Log, and Reply options.

Command Interceptor for MIMEsweeper
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4. For details on how to configure these options, see the product's online help or
refer to the MAILsweeper for SMTP Version 4.0 Getting Started Guide.

NOTE: For the customizations to apply, you must stop and then start the
following services:

* MAlIlLsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

CREATING A DELETE CLASSIFICATION

This section provides instructions on how to create a classification that deletes
infected files that cannot be disinfected.

To create this classification follow these steps:

1. Open the MAILsweeper for SMTP Console

2. In the Tree view, locate and right-click Classifications . The system displays
a shortcut menu.

3. Select New.
4. Click Classification . The system displays the New Classification wizard.

5. Follow the wizard's on-screen instructions to create the new classification.
When the system displays the Name dialog box, type Delete as the name for
this new classification.

NOTE: Classifications are applied in hierarchical order. After creating the Delete
classification, you can promote it in the Classifications branch so that it is
located just beneath the Cleaned classification. To promote the Delete
classification, right-click it and then click Promote . This moves the Delete
classification above the immediately preceding classification. Repeat this
process until the Delete classification is positioned according to your
preferences.
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NOTE: For the Delete classification customization to apply, you must stop and
then start the following services:

* MAlIlLsweeper for SMTP Delivery
* MAILsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

UPDATING THE COMMAND INTERCEPTOR DEFINITION FILES
MANUALLY

To keep your product's anti-virus abilities up-to-date, please check Command
Software System's web site at http://www.commandsoftware.com/html/defupdate.html.
There, you can download the latest Command Interceptor definition files.

To update the files, follow these steps:

NOTE: The following services will be stopped and restarted automatically:

¢ MAIlLsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

1. On your system's hard drive, create a temporary folder.

2. Download the file called DEFINT.MSP from the Command Software System's
web site to the temporary folder that you created in Step 1.

3. Double-click the file. This updates the Command Interceptor definition files.

4. Delete the file called DEFINT.MSP.

Command Interceptor for MIMEsweeper
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CHANGING YOUR COMMAND INTERCEPTOR FOR
MIMESWEEPER PASSWORD

1. Go to the Command Interceptor installation folder.

2. Open the INTRCEPT folder, and then double-click the file called SETUP.EXE.
The system displays the User Name and Password dialog box:

User Mame and Pazsword |

— zer Mame:

— Paszward:

Ixxx

— Confirm Paszward:

Ixxx

—LRL

Ihttp:.-".-"u:lu:-wnlu:uad.u:u:ummandu:u:um.u:u:um.-"pru:u:lu-:ts.-"u:u:ummer-:ial.-"u:lef.-",ftp:

[ Usze Pazsive FTP Connection Cancel | 2k, I

User Name and Password Dialog Box

3. Inthe User Name text box, type a valid Command Software Systems user
name.

4. In the Password text box, type a valid Command Software Systems
password.
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5. In the Confirm Password text box, retype your password, and click OK. The
system displays the Updating System dialog box.

NOTE: As some firewalls may have a problem with an active connection, the
Use Passive FTP Connection check box is selected by default. If the URL
specified in the URL text box is an FTP URL, the connection is made in passive
mode. To use an active connection, clear the Use Passive FTP Connection
check box.

When the installation is complete, the system displays a dialog box informing
you that Command Interceptor for MIMEsweeper has been successfully
installed.

6. Click Finish .

REMOVING COMMAND INTERCEPTOR FOR MIMESWEEPER

To remove the Command Interceptor for MIMEsweeper, follow these steps:

Open the MAILsweeper for SMTP Console .
In the Tree view, locate and click Scenarios .
Delete any Command AntiVirus scenarios.

Close the Console .

o M w0 N PRE

Using the Add/Remove Programs feature in the Windows NT Control Panel,
first remove Command Interceptor for MIMEsweeper

6. Then, remove the Command AntiVirus Scenario

7. Restart the following services:

* MAlIlLsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver
* MAIlLsweeper for SMTP Security

Command Interceptor for MIMEsweeper
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NOTE: If you have scheduled updates of the Command Interceptor definition
files through the Windows® Scheduled Task Wizard, you also need to delete the
scheduled task.

To delete the scheduled task, follow these steps:

Click the Start button on the Windows taskbar.

Select Settings .

Click Control Panel .

Double-click Scheduled Tasks .

Right-click the UPDT task. The system displays a drop-down menu.
Click Delete. The system displays the Confirm File Delete dialog box.
Click Yes.

N oo g~ w DN PE
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To enable Command AntiVirus protection, you must install the Command
Interceptor™ for MIMEsweeper™. The instructions in this chapter can be used to
install it from the downloaded file or from the CD.

PRE-INSTALLATION REQUIREMENTS

Before installing the Command Interceptor for MIMEsweeper, your system must:

¢ Be running Windows NT® 4 or higher with Service Pack 4

* Have Microsoft® Internet Explorer 4.01 or higher installed

* Have Microsoft Management Console Version 1.1 installed

* Have MAILsweeper™ 4.1 installed on an NTFS-formatted partition

* Not have any e-mail anti-virus program installed

NOTE: To remove a previously installed e-mail anti-virus program, use the
Add/Remove Programs feature in the Windows NT Control Panel.

If your system does not meet the above-mentioned requirements, Command
AntiVirus may not function correctly.
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INSTALLING

Adding Command AntiVirus to MAILsweeper is a two-step process.

1. Installing the Command Interceptor for MIMEsweeper.

2. Enabling the Command AntiVirus Scenario.

NOTE: You can also create a Delete classification in MAILsweeper to delete
infected files that cannot be disinfected. For more information, refer to Creating a
Delete Classification located later in this chapter.

INSTALLING COMMAND INTERCEPTOR FOR MIMESWEEPER

To install the Command Interceptor for MIMEsweeper, follow these steps:

1. Open the MAILsweeper for SMTP Console .
2. In the Tree view, locate and click Services .

3. In the left pane, select the following services:

* MAIlLsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

4. Using the right mouse button (right-click), click the selected service(s), and on
the drop-down menu, click Stop.

5. If you are installing the Command Interceptor for MIMEsweeper from:

¢ the downloaded file — go to Step 6.
¢ the CD - goto Step 8.

Command Interceptor for MIMEsweeper
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6. On your system's hard drive, create a temporary folder and move the
downloaded file into that folder.

7. Double-click the file. This extracts the Command Interceptor for MIMEsweeper
files. Go to Step 9.

8. Place the CD into the CD drive and change to that drive. Open the folder
called MSW4.1x. Then, open the CSAV folder within that folder.

9. Double-click the file called SETUP.EXE. The system displays the Welcome
screen.

10. Click Next. The system displays the Software License Agreement.

11. Click Yes to accept the agreement. The system displays the Start Copying
Files dialog box.

12. Click Next. The installation begins, and the system displays the Setup
Complete dialog box.

13. Click Finish .
14. On your system's hard drive, create a temporary folder.

15. If you are installing the Command Interceptor for MIMEsweeper from:

¢ the downloaded file, go to the temporary folder that you created in Step 6,
and copy the file called M41FXXSE to the temporary folder that you
created in Step 14.

¢ the CD, open the folder called MSW4.1x. Then, open the CSAV
folder within that folder. Copy the file called M41FXXSE to the temporary
folder that you created in Step 14.

NOTE: The XX represents the Command AntiVirus scan engine version
number. This number will change with each new release.

16. Double-click the file. This extracts the Command AntiVirus definition files and
scan engine.

17. Delete the file called M41FXXSE.
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. Copy all of the remaining files to the installation folder. The default is:

%systemdrive%\Program Files\Common Files\Content Technologies

19.
20.
21.

22.

23

Open the MAILsweeper for SMTP Console
In Tree view, locate and click Services .

In the left pane, select the following services:

* MAIlLsweeper for SMTP Delivery
* MAILsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

Right-click the selected service(s), and on the drop-down menu, click Start.

. Go to Enabling the Command AntiVirus Scenario

ENABLING THE COMMAND ANTIVIRUS SCENARIO

To enable the Command AntiVirus scenario, follow these steps:

1.
2.

© © N 2

Open the MAILsweeper for SMTP Console

In the left window pane, right-click Scenarios . The system displays a shortcut
menu.

Select New.

Select Scenario . The systems displays a menu containing the available
scenarios.

On the scenario menu, click Command AntiVirus . The system displays the
New Scenario dialog box.

Click Next. The system displays the Options dialog box.
Click Next. The system displays the Format Types dialog box.
Click Next. The system displays the Location dialog box.

In the Location dialog box, you can accept the default location or use the
Browse button to select a new location.

Command Interceptor for MIMEsweeper
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NOTE: If you did not modify the default location during installation, the Command
AntiVirus files are copied to:

%systemdrive%\Program Files\Common Files\Content Technologies

10.

11.

12.

13.

After selecting a location, click Next. The system displays the Clean dialog
box.

Choose whether you want to clean (disinfect) detected viruses. If you
select Clean the virus detected , you have the option of selecting
Annotate cleaned message

If you select this option, you can annotate a message in either standard text
format or in rich text format. Type the annotation in the text box. Then, use the
slider to tell the program to place the annotation at either the start of the e-mail
message or at the end of the e-mail message.

When you are finished, click Next.

Depending on the choices you made in Step 10, the systems displays one of
the following:

¢ If you did not select Clean the virus detected - the system displays an
Infected Classification dialog box. Select an Exclusive Classification
from the list and click Next. The system displays the Name dialog box.

¢ If you selected Clean the virus detected - the system displays a
Cleaned Classification dialog box. Select an Exclusive Classification
from the list and click Next. The system displays the Infected
Classification dialog box. Select an Exclusive Classification from the
list and click Next. The system displays the Name dialog box.

In the Name dialog box, enter a name for the scenario that you are
creating and click Next. The system displays the New Scenario dialog box.

Click Finish to complete the creation of the scenario.
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Now you can configure the alerting mechanisms for the classifications listed in
the Classifications branch.

To configure these mechanisms follow these steps:

1. Right-click a classification.
2. Select New from the shortcut menu.

3. Select Notification . The system displays a shortcut menu with the Alert,
Inform , Log, and Reply options.

4. For details on how to configure these options, see the product's online help or
refer to the MAILsweeper for SMTP Version 4.0 Getting Started Guide.

NOTE: For the customizations to apply, you must stop and then start the
following services:

* MAlIlLsweeper for SMTP Delivery
* MAILsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

CREATING A DELETE CLASSIFICATION

This section provides instructions on how to create a classification that deletes
infected files that cannot be disinfected.

To create this classification follow these steps:

1. Open the MAILsweeper for SMTP Console

2. In the left window pane, right-click Classifications . The system displays a
shortcut menu.

3. Select New.
4. Click Classification . The system displays the New Classification wizard.

5. Follow the wizard's on-screen instructions to create the new classification.
When the system displays the Name dialog box, type Delete as the name for
this new classification.

Command Interceptor for MIMEsweeper
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NOTE: Classifications are applied in hierarchical order. After creating the Delete
classification, you can promote it in the Classifications branch so that it is
located just beneath the Cleaned classification. To promote the Delete
classification, right-click it and then click Promote . This moves the Delete
classification above the immediately preceding classification. Repeat this
process until the Delete classification is positioned according to your
preferences.

NOTE: For the Delete classification customization to apply, you must stop and
then start the following services:

* MAIlLsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

UPDATING THE COMMAND ANTIVIRUS DEFINITION FILES

To keep your product's anti-virus abilities up-to-date, check Command Software
System's web site at http://www.commandcom.com/html/defupdate.html. There, you
can download the latest Command AntiVirus definition files.

To update the files, follow these steps:

NOTE: Before you update the files, you must stop the following services:

* MAlIlLsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAILsweeper for SMTP Security
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1. On your system's hard drive, create a temporary folder.

2. Download the file called DEFFILES.EXE from the Command Software
System's web site to the temporary folder that you created in Step 1.

3. Double-click the file. This extracts the Command AntiVirus definition files.
4. Delete the file called DEFFILES.EXE.

5. Copy all of the remaining files to the installation folder. The default is:
%systemdrive%\Program Files\Common Files\Content Technologies
6. Restart the following services:

* MAlLsweeper for SMTP Delivery

* MAILsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

REMOVING COMMAND INTERCEPTOR FOR MIMESWEEPER

To remove the Command Interceptor for MIMEsweeper, follow these steps:

Open the MAILsweeper for SMTP Console .
In the Tree view, locate and click Scenarios .
Delete any Command AntiVirus scenarios.

Close the Console .

S

Using the Add/Remove Programs feature in the Windows NT Control Panel,
remove the Command AntiVirus Scanner for MIMEsweeper

6. Restart the following services:

* MAlIlLsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAILsweeper for SMTP Security

Command Interceptor for MIMEsweeper
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To enable Command AntiVirus protection, you must install the Command
Interceptor™ for MIMEsweeper™. The instructions in this chapter can be used to
install it from the downloaded file or from the CD.

PRE-INSTALLATION REQUIREMENTS

Before installing the Command Interceptor for MIMEsweeper, your system must:

¢ Be running Windows NT® 4 or higher with Service Pack 4

* Have Microsoft® Internet Explorer 4.01 or higher installed

* Have Microsoft Management Console Version 1.1 installed

* Have MAILsweeper™ 4.0 installed on an NTFS-formatted partition

* Not have any e-mail anti-virus program installed

NOTE: To remove a previously installed e-mail antivirus program, use the
Add/Remove Programs feature in the Windows NT Control Panel.

If your system does not meet the above-mentioned requirements, Command
AntiVirus may not function correctly.
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INSTALLING

Adding Command AntiVirus to MAILsweeper is a two-step process.

1. Installing the Command Interceptor for MIMEsweeper.

2. Enabling the Command AntiVirus Scenario.

NOTE: You can also create a Delete classification in MAILsweeper to delete
infected files that cannot be disinfected. For more information, refer to Creating a
Delete Classification located later in this chapter.

INSTALLING COMMAND INTERCEPTOR FOR MIMESWEEPER
To install the Command Interceptor for MIMEsweeper, follow these steps:

1. Open the MAILsweeper for SMTP Console .
2. In the Tree view, locate and click Services .

3. In the left pane, select the following services:

* MAIlLsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

4. Using the right mouse button (right-click), click the selected service(s), and on
the drop-down menu, click Stop.

5. If you are installing the Command Interceptor for MIMEsweeper from:

* the downloaded file — go to Step 6.
¢ the CD - goto Step 8.

Command Interceptor for MIMEsweeper
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6.

10.
11.

12.

13.
14.
15.
16.

17.
18.

On your system's hard drive, create a temporary folder and move the
downloaded file into that folder.

. Double-click the file. This extracts the Command Interceptor for MIMEsweeper

files. Go to Step 9.

. Place the CD into the CD drive and change to that drive. Open the folder

called MSW4.0x. Then, open the CSAV folder within that folder.

. Double-click the file called SETUP.EXE. The system displays the Welcome

screen.
Click Next. The system displays the Software License Agreement.

Click Yes to accept the agreement. The system displays the Start Copying
Files dialog box.

Click Next. The installation begins and the system displays the Setup
Complete dialog box.

Click Finish .
Open the MAILsweeper for SMTP Console
In Tree view, locate and click Services .

In the left pane, select the following services:

* MAIlLsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

Right-click the selected service(s), and on the drop-down menu, click Start.

Go to Enabling the Command AntiVirus Scenario
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ENABLING THE COMMAND ANTIVIRUS SCENARIO

To enable the Command AntiVirus scenario, follow these steps:

1. Open the MAILsweeper for SMTP Console

2. In the left window pane, right-click Scenarios . The system displays a shortcut
menu.

3. Select New.

4. Select Scenario . The systems displays a menu containing the available
scenarios.

5. On the scenario menu, click Command AntiVirus . The system displays the
New Scenario dialog box.

Click Next. The system displays the Options dialog box.
Click Next. The system displays the Format Types dialog box.

Click Next. The system displays the Location dialog box.

© © N o

In the Location dialog box, you can accept the default location or use the
Browse button to select a new location.

NOTE: If you did not modify the default location during installation, the Command
AntiVirus files are copied to:

%systemdrive%\Program Files\Common Files\Content Technologies

After selecting a location, click Next. The system displays the Clean dialog
box.

10. Choose whether you want to clean (disinfect) detected viruses. If you
select Clean the virus detected , you have the option of selecting
Annotate cleaned message

If you select this option, you can annotate a message in either standard text
format or in rich text format. Type the annotation in the text box. Then, use the
slider to tell the program to place the annotation at either the start of the e-mail
message or at the end of the e-mail message.

When you are finished, click Next.

Command Interceptor for MIMEsweeper
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11.

12.

13.

Depending on the choices you made in Step 10, the systems displays one of
the following:

¢ |If you did not select Clean the virus detected - the system displays an
Infected Classification dialog box. Select an Exclusive Classification
from the list and click Next. The system displays the Name dialog box.

¢ If you selected Clean the virus detected - the system displays a Cleaned
Classification dialog box. Select an Exclusive Classification from the
list and click Next. The system displays the Infected Classification dialog
box. Select an Exclusive Classification  from the list and click Next. The
system displays the Name dialog box.

In the Name dialog box, enter a name for the scenario that you are
creating and click Next. The system displays the New Scenario dialog box.

Click Finish to complete the creation of the scenario.

Now you can configure the alerting mechanisms for the classifications listed in
the Classifications branch.

To configure these mechanisms follow these steps:

NP

. Right-click a classification.

Select New from the shortcut menu.

. Select Notification . The system displays a shortcut menu with the Alert,

Inform , Log, and Reply options.

For details on how to configure these options, see the product's online help or
refer to the MAILsweeper for SMTP Version 4.0 Getting Started Guide.

NOTE: For the customizations to apply, you must stop and then start the
following services:

MAILsweeper for SMTP Delivery
MAILsweeper for SMTP Receiver
MAILsweeper for SMTP Security
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CREATING A DELETE CLASSIFICATION

This section provides instructions on how to create a classification that deletes
infected files that cannot be disinfected.

To create this classification follow these steps:

1. Open the MAILsweeper for SMTP Console

2. In the left window pane, right-click Classifications . The system displays a
shortcut menu.

3. Select New.
4. Click Classification . The system displays the New Classification wizard.

5. Follow the wizard's on-screen instructions to create the new classification.
When the system displays the Name dialog box, type Delete as the name for
this new classification.

NOTE: Classifications are applied in hierarchical order. After creating the Delete
classification, you can promote it in the Classifications branch so that it is
located just beneath the Cleaned classification. To promote the Delete
classification, right-click it and then click Promote . This moves the Delete
classification above the immediately preceding classification. Repeat this
process until the Delete classification is positioned according to your
preferences.

NOTE: For the Delete classification customization to apply, you must stop and
then start the following services:

* MAIlLsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver
* MAIlLsweeper for SMTP Security

Command Interceptor for MIMEsweeper
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UPDATING THE COMMAND ANTIVIRUS DEFINITION FILES

To keep your product's anti-virus abilities up-to-date, please check Command
Software System's web site at http://www.commandcom.com/html/defupdate.html.
There, you can download the latest Command AntiVirus definition files.

To update the files, follow these steps:

NOTE: Before you update the files, you must stop the following services:

* MAIlLsweeper for SMTP Delivery
* MAIlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

1. On your system's hard drive, create a temporary folder.

2. Download the file called DEFFILES.EXE from the Command Software
System's web site to the temporary folder that you created in Step 1.

3. Double-click the file. This extracts the Command AntiVirus definition files.
4. Delete the file called DEFFILES.EXE.

5. Copy all of the remaining files to the installation folder. The default is:
%systemdrive%\Program Files\Common Files\Content Technologies
6. Restart the following services:

* MAlLsweeper for SMTP Delivery

* MAlLsweeper for SMTP Receiver
* MAIlLsweeper for SMTP Security
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REMOVING COMMAND INTERCEPTOR FOR MIMESWEEPER

To remove the Command Interceptor for MIMEsweeper, follow these steps:

Open the MAILsweeper for SMTP Console .
In the Tree view, locate and click Scenarios .
Delete any Command AntiVirus scenarios.

Close the Console .

S

Using the Add/Remove Programs feature in the Windows NT Control Panel,
remove the Command AntiVirus Scanner

6. Restart the following services:

* MAILsweeper for SMTP Delivery
* MAlLsweeper for SMTP Receiver
* MAlIlLsweeper for SMTP Security

Command Interceptor for MIMEsweeper
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To enable Command AntiVirus protection, you must install the Command
Interceptor™ for MIMEsweeper™. The instructions in this chapter can be used to
install it from the downloaded file or from the CD.

PRE-INSTALLATION REQUIREMENTS

Before installing the Command Interceptor for MIMEsweeper, your system must:
¢ Have MAILsweeper™ 3.2 installed

* Not have any e-mail anti-virus program installed

NOTE: To remove a previously installed e-mail anti-virus program, use the
Add/Remove Programs feature in the Windows NT® Control Panel.

If your system does not meet the above-mentioned requirements, Command
AntiVirus may not function correctly.
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INSTALLING

To install the Command Interceptor for MIMEsweeper, follow these steps:

1.

Stop all Services.

2. Make a copy of the VALIDATE.CFG file and save it as a backup file. This file is

o o M w

10.
11.

located in the CONFIG folder of the MIMEsweeper program folder.

Using Notepad, open the VALIDATE.CFG file.

Go to the Validation Configuration Section

Remove from and including [Validation] to and excluding [DetectJava=] .

Copy and paste in the same place the following:

[VALIDATION]
CSAVDLL=CMDAV

HTML=VALHTML
VALIDATEATTRIBUTES=VALATTR

[CSAVDLL]
PERFORMIF=CONTAINERCLASS==EXECUTABLE
PERFORMIF=CONTAINERCLASS==DOCUMENT
PERFORMIF=CONTAINERCLASS==TEXT
PERFORMIF=CONTAINERCLASS==BINARY

0=SUCCESS
1=VIRUSPRESENT
255=SCANFAILED

Save and close the file.

Click the Start button.

Click Run.

In the Open text box, type regedit .
Click OK.

Command Intercetor for MIMEsweeper
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12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

25.

26.

27.

Click the plus sign (+) to the left of HKEY_LOCAL_MACHINE .
Click the plus sign (+) to the left of SOFTWARE.

Click the plus sign (+) to the left of Content Technologies .
Click the plus sign (+) to the left of MIMEsweeper .

Select MIMEsweeper .

In an empty space in the right pane, click the right mouse button (right-click).
Click New.

Click String Value .

In the text box, type Location

Press Enter.

Select Location , and right-click.

Click Modify .

Enter the path of the MIMEsweeper installation folder, for example:
C\MSW\PROGRAM

Click OK. The added line in the registry should read:
LOCATION "C\A\MSW\PROGRAM"

If you are using the electronic version of the Command Interceptor for
MIMEsweeper, extract and copy the CSAV files into the MIMEsweeper
program folder that you specified in Step 24.

If you are using the CD version, copy the Command Interceptor for
MIMEsweeper files from the MSW3.2xX\CSAV folder into the MIMEsweeper
program folder that you specified in Step 24.

Restart the Server and or Services.
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REMOVING COMMAND INTERCEPTOR FOR MIMESWEEPER

To remove Command Interceptor for MIMEsweeper, remove the lines that you
added to the Validation Configuration Section  of the VALIDATE.CFG file. For
more information, refer to Installing located previously in this chapter.
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To enable Command Interceptor protection, you must install the Command
AntiVirus Scenario for WEBsweeper™ and the Command Interceptor™ for
MIMEsweeper™. The instructions in this chapter can be used to install them from
the downloaded file or from the CD.

PRE-INSTALLATION REQUIREMENTS

Before installing the Command Interceptor for MIMEsweeper, your system must:

* Have WEBsweeper 4.0 or 4.1 installed on an NTFS-formatted partition

* Not have any e-mail anti-virus program installed

NOTE: To remove a previously installed e-mail anti-virus program, use the
Add/Remove Programs feature in the Windows NT® Control Panel.

If your system does not meet the above-mentioned requirements, Command
Interceptor may not function correctly.
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INSTALLING

Adding Command Interceptor to WEBsweeper is a four-step process.

1. Installing the Command AntiVirus Scenario.

2. Installing the Command Interceptor for MIMEsweeper.

3. Scheduling Command Interceptor Definition File Updates
4

. Enabling the Command AntiVirus Scenario.

NOTE: You can also create a Delete classification in WEBsweeper to delete
infected files that cannot be disinfected. For more information, refer to Creating a
Delete Classification located later in this chapter.

INSTALLING THE COMMAND ANTIVIRUS SCENARIO
To install the Command AntiVirus Scenario, follow these steps:

1. Open the WEBsweeper Console .

2. In the Tree view, locate and click Services .

3. Inthe left pane, select the WEBsweeper Security service.
4

. Using the right mouse button (right-click), click the selected service, and on
the drop-down menu, click Stop.

5. If you are installing the Command AntiVirus Scenario from:

¢ the downloaded file — On your system's hard drive, create a Command
Interceptor installation folder. Move the downloaded file to this folder.
Then, double-click the file. This extracts the Command Interceptor files.
Go to Step 6.

¢ the CD - Place the CD into the CD-ROM drive and change to that drive.
Open the folder called MSW4.2x. Go to Step 6.

6. Open the WEBSCEN folder, and then double-click the file called SETUP.EXE.
The system displays a Welcome screen.
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7. Click Next to continue. Follow the instructions in the dialog boxes.

8. When the installation is complete, go to Installing Command Interceptor  for
MIMEsweeper .

INSTALLING COMMAND INTERCEPTOR FOR MIMESWEEPER
1. If you are installing the Command Interceptor for MIMEsweeper from:

¢ the downloaded file — go to the Command Interceptor installation folder
that you created in Step 5 of Installing the Command AntiVirus
Scenario , and open that folder. Then go to Step 2.

¢ the CD - place the CD into the CD-ROM drive and change to that drive.
Open the folder called MSW4.2x. Go to Step 2.

2. Openthe INTRCEPT folder, and then double-click the file called SETUP.EXE.
The system displays the User Name and Password dialog box.

NOTE: Experienced Users Only - You can also start the installation program
by running the msiexec with the following parameters:

msiexec /i intrcept.msi REINSTALL=ALL REINSTALLMODE=vomus
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User Name and Password x|

— zer Mame:

— Paszword:

— Confirm Password:

—URL

Ihttp:.-’a’dnwnh:uad.cummandmm.n:u:um.n’pruducts#cummerciala’def.n’,ftp:

v Usze Passive FTP Connection Cancel | k. I

User Name and Password Dialog Box

3. In the User Name text box, type a valid Command Software Systems user
name.

4. Inthe Password text box, type a valid Command Software Systems
password.
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5. In the Confirm Password text box, retype your password, and click OK. The
system displays the Updating System dialog box.

NOTE: As some firewalls may have a problem with an active connection, the
Use Passive FTP Connection check box is selected by default. If the URL
specified in the URL text box is an FTP URL, the connection is made in passive
mode. To use an active connection, clear the Use Passive FTP Connection
check box.

6. When the installation is complete, the system displays a dialog box informing
you that Command Interceptor for MIMEsweeper has been successfully
installed. Click Finish .

NOTE: The WEBsweeper Security service will be started automatically.

7. If you want to schedule updates to the Command Interceptor definition files,
go to Scheduling Command Interceptor Definition File Updates

If you do not, go to Enabling the Command AntiVirus Scenario

SCHEDULING COMMAND INTERCEPTOR DEFINITION FILE
UPDATES

NOTE: In Microsoft® Windows for NT® 4.0, you must keep at least one user
logged on for updates to take place successfully.

NOTE: You can also update the Command Interceptor definition files manually.
For more information, refer to Updating the Command Interceptor Definition
Files Manually .
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To schedule updates of the Command Interceptor definition files, follow these
steps:

1. Open the Windows Scheduled Task Wizard Main dialog box:

Scheduled Task Wizard |

Thiz wizard helps vou schedule a tazk for Windows
to perfarm.

You zelect the program pou want Windows ta run,
and then zchedule it for a conveniant time.

Click Mest to continue.

< Back I MHext = I Cancel

Scheduled Task Wizard Main Dialog Box

2. Click Next to continue. The system displays a Program Selection dialog box:
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scheduled Task Wizard Ed I

Click the program you want “Windows to mn.
To zee mare programs, click Browse,

Application | Y erzion | -
thcoessibiliy Wizard | h.00.21341 .

[l & ddress Book B00.2919.67...
%.ﬁ.ddress Book Palm Sync Install 1, 0.0, 5
Eﬁ.ﬁ.ddress Book Palm Sync Re..  4.61.0.3
Ej.:.&nimatinn Shop 2 2.02 Release

,5% AOL Inztant Meszenger [TH] 20912
(= I =P P M n s At | ;I

Browse. .. |

¢ Back I it | Cancel |

3. Click Browse
box:

Program Selection Dialog Box

. The system displays the Select Program to Schedule dialog
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Select Program to Schedule E

Lock in: | = Local Disk (C:) x| « @k E-

o0 _IRECYCLER
1000 . iSystem Volume Information %} MSDOS, S5
10000 [ wiruses M NTDETECT.COM
Ikin O wIbNT % nkldr
_lccTcion (0 BT D v pagefile, sys
_1cod CFAUTOEXEC BAT

i {5 hoat, ini

BOOTSECT. DOS

_1Documents and Settings :ﬁCDMM.ﬂ.ND.CDM

Program Files i

X

53] quarantine

L |

2
File name: I j Open I
_ Carcel |

Filez of type: I Pragrams j Cancel

Select Program to Schedule Dialog Box

4. Double-click Program Files . The system displays the Program Files folder.
5. Double-click Common Files . The system displays the Common Files folder.

6. Double-click Content Technologies . The system displays the Content
Technologies folder:
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Gelect Program to Schedule

Look, in: I 5 Content Technologies

| = ® ok E-

2l

spl.dl
ssc,dll

stport_vwea_unicode, dll
tFa.dl

ucl.dl

E utilres. dll
E wrna, dll
@ wrnac, chirm
E wrnac, dll
E xalan.dl
E xerces.dl
] wref.dl

I [

File name: Iupdt.e:-:e

=]

Filez of ype: IF'r-:ugrams

=~

| Open I
Cancel |
F

Select Program to Schedule Dialog Box — Content Technologies Folder

7. Select updt.exe , and click Open. The system displays a Task Name and

Frequency dialog box:

X' d3d33IMSFIM
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Scheduled Task Wizard I

Type a name for this tazk. The task name can be
the zame name az the program name.

Iupdt

Perfarm this tazk:

£+ [Daily

 Weekly

= Monthly

" Ore time only

€ Wwhen my computer starts
= when | log on

< Back I M et > I Cancel

Task Name and Frequency Dialog Box

8. Select how often you want to perform this task, for example, Daily, Weekly,
Monthly , and click Next. The system displays a Time and Day dialog box:
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scheduled Task Wizard

Select the time and day you want thiz task to start,

Start time:

| gazam =

Perform this tazk:

v Ewery Day

 wWeekdays

" Ewvery |1 _I; days
Start date:

I 242742001 TI

< Back I M et = I Canicel

Time and Day Dialog Box

9. In the Start time box, select the time of day that you want the update to take
place, for example, 1:43 AM.

10. Under Perform this task , select the days that you want the update to take
place, for example, Every Day, Weekdays, Every 5 days .

11. Inthe Start date box, select the date that you want the updates to start, and
click Next. The system displays a User Name and Password dialog box:
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Scheduled Task Wizard I

Enter the name and pazsword of a user, The tagk will
rur &z if it were started by that uzer.

Enter the uzer name: ||

Enter the paszword: I

Confirm paszword:

< Back I [ ef Cancel

User Name and Password Dialog Box

12. In the Enter the user name text box, type a local user name that has
Administrative rights.

13. In the Enter the password text box, type the password of the local user
name.

14. In the Confirm password text box, retype the password and click Next. The
system displays a Scheduled Task Complete dialog box:
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Scheduled Task Wizard

¢ updt

Windowes will perform thiz tazk:
At 301 PM evemn day, starting 342642001

r Finizh.

Y'ou have successfully scheduled the following tazk:

Dpen advanced properties for thiz tazk when | click

Click Finizh to add this task to pour Windows schedule.

< Back I Firnzh I

Cancel

Scheduled Task Complete Dialog Box

15. Click Finish .

16. Go to Enabling the Command AntiVirus Scenario

7-13
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ENABLING THE COMMAND ANTIVIRUS SCENARIO

To enable the Command AntiVirus Scenario, follow these steps:

1.
2.

© © N o

10.

Open the WEBsweeper Console .

In Tree view, locate and right-click Scenarios . The system displays a shortcut
menu.

. Select New.

Select Scenario . The system displays a menu containing the available
scenarios.

On the scenario menu, click Command AntiVirus . The system displays the
New Scenario dialog box.

Click Next. The system displays the Options dialog box.

Click Next. The system displays the Format Types dialog box.
Under Apply to data , select Always .

Click Next. The system displays the Location dialog box.

In the Location dialog box, you can accept the default location or select a new
location under Browse .

NOTE: If you did not modify the default location during installation, the Command
AntiVirus files are copied to:

%systemdrive%\Program Files\Common Files\Content Technologies

11.

After selecting a location, click Next. The system displays the Clean dialog
box.

Choose whether you want to clean (disinfect) detected viruses. If you select
Clean the virus detected , you have the option of selecting Annotate
cleaned item .

If you select this option, you can annotate a message in either standard

text format or in rich text format. Type the annotation in the text box. Then,
use the slider to tell the program to place the annotation at either the start of
the e-mail message or at the end of the e-mail message.

When you are finished, click Next.
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12.

13.

14.

Depending on the choices you made in Step 11, the systems displays one of
the following:

¢ |If you did not select Clean the virus detected - the system displays an
Infected Classification dialog box. Select an Exclusive Classification
from the list and click Next. The system displays the Name dialog box.

¢ |If you selected Clean the virus detected - the system displays a Cleaned
Classification dialog box. Select an Exclusive Classification from the
list and click Next. The system displays the Infected Classification dialog
box. Select an Exclusive Classification from the list and click Next. The
system displays the Name dialog box.

In the Name dialog box, enter a name for the scenario that you are creating
and click Next. The system displays the New Scenario dialog box.

Click Finish to complete the creation of the scenario.

You can now configure the alerting mechanisms for the classifications listed in
the Classifications branch.

To configure these mechanisms:

1.
2.
3.

Right-click a classification.
Select New from the shortcut menu.

Select Notification . The system displays a shortcut menu with the Alert,
Inform , Log, and Reply options.

For details on how to configure these options, see the product's online help or
refer to the WEBsweeper for 4.0 Administrator's Guide.

NOTE: For the customizations to apply, you must stop and then start the
WEBsweeper Security service.
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CREATING A DELETE CLASSIFICATION

This section provides instructions on how to create a classification that deletes
infected files that cannot be disinfected.

To create this classification follow these steps:

1. Open the WEBsweeper Console .

2. In the Tree view, locate and right-click Classifications . The system displays a
shortcut menu.

3. Select New.
4. Click Classification . The system displays the New Classification wizard.

5. Follow the wizard's on-screen instructions to create the new classification.
When the system displays the Name dialog box, type Delete as the name for
this new classification.

NOTE: Classifications are applied in hierarchical order. After creating the Delete
classification, you can promote it in the Classifications branch so that it is
located just beneath the Cleaned classification. To promote the Delete
classification, right-click it and then click Promote . This moves the Delete
classification above the immediately preceding classification. Repeat this
process until the Delete classification is positioned according to your
preferences.

NOTE: For the Delete classification customization to apply, you must stop and
then start the WEBsweeper Security service.

Command Interceptor for MIMEsweeper
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UPDATING THE COMMAND INTERCEPTOR DEFINITION FILES
MANUALLY

To keep your product's anti-virus abilities up-to-date, please check Command
Software System's web site at http://www.commandsoftware.com/html/defupdate.html.
There, you can download the latest Command Interceptor definition files.

To update the files, follow these steps:

NOTE: The WEBsweeper Security service will be stopped and restarted
automatically.

1. On your system's hard drive, create a temporary folder.

2. Download the file called DEFINT.MSP from the Command Software System's
web site to the temporary folder that you created in Step 1.

3. Double-click the file. This updates the Command Interceptor definition files.
4. Delete the file called DEFINT.MSP.
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CHANGING YOUR COMMAND INTERCEPTOR FOR
MIMESWEEPER PASSWORD

1. Go to the Command Interceptor installation folder.

2. Open the INTRCEPT folder, and then double-click the file called SETUP.EXE.
The system displays the User Name and Password dialog box:

Uszer Hame and Password |

— Uszer Mame:

— Paszword:

Ixxx

— Confirm Paszword:

Ixxx

— AL

Ihttp:.-".-"u:l-:uwnlu:uau:l.u:u:ummanu:lu:u:um.-:u:um.-"pru:u:luu:ts.-"u:u:ummeru:ial.-"def.-",ftp:

¥ Use Pazsive FTP Connection Cancel | ] I

User Name and Password Dialog Box

3. Inthe User Name text box, type a valid Command Software Systems user
name.

4. In the Password text box, type a valid Command Software Systems
password.
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5. In the Confirm Password text box, retype your password, and click OK. The
system displays the Updating System dialog box.

NOTE: As some firewalls may have a problem with an active connection, the
Use Passive FTP Connection check box is selected by default. If the URL
specified in the URL text box is an FTP URL, the connection is made in passive
mode. To use an active connection, clear the Use Passive FTP Connection
check box.

When the installation is complete, the system displays a dialog box informing
you that Command Interceptor for MIMEsweeper has been successfully
installed.

6. Click Finish .

REMOVING COMMAND INTERCEPTOR FOR MIMESWEEPER

To remove the Command Interceptor for MIMEsweeper, follow these steps:

Open the WEBsweeper Console .
In the Tree view, locate and click Scenarios .
Delete any Command AntiVirus scenarios.

Close the Console .

S

Using the Add/Remove Programs feature in the Windows NT Control Panel,
first remove Command Interceptor for MIMEsweeper

6. Then, remove the Command AntiVirus Scenario

7. Restart the WEBsweeper Security service.

NOTE: If you have scheduled updates of the Command Interceptor definition
files through the Windows® Scheduled Task Wizard, you also need to delete the
scheduled task.
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To delete the scheduled task, follow these steps:

Click the Start button on the Windows taskbar.

Select Settings .

Click Control Panel .

Double-click Scheduled Tasks .

Right-click the UPDT task. The system displays a drop-down menu.
Click Delete. The system displays the Confirm File Delete dialog box.
Click Yes.

N oo gk~ 0w Dbdh e
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