
Content Security allows organizations to set up policies to analyze, protect and manage the 
content of email and other communications that flow within, to and from users over the Internet 
and across intranets.

Data Corruption

Degradation in Service

Breaches in Confidentiality

Theft of Data 

Lost Productivity

Damage to Reputation

Legal Liability

Pornography 

Content Security policies establish email and Web usage rules that define what is considered 
appropriate and inappropriate email and Web content for individual employees, departments or 
for organizations as a whole.

For organizations who face both network and business integrity threats brought on by the use of 
both email and the Web, MIMEsweeper is the market leading provider of solutions for Content 
Security, supplying over 10,000 customers and 10 million users worldwide with policy-based 
Content Security defenses.

Unlike Anti-Virus and URL blocking tools, MIMEsweeper is the only Content Security solution 
enforcing comprehensive security policies on otherwise unsecured internal/external email and 
Web-based information exchanges within and around organizations.   

What is Content Security?

What are Content Security Threats?

The Solution – Policy-based Content Security

For more information on 
MIMEsweeper’s complete range of 

content security solutions, please visit 

www.us.mimesweeper.com 
or call 

1 (888) 888-6883
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Content Security for internal email allows businesses to 
implement Content Security policies that protect against 
threats that are generated internally or downloaded from 
CDs/diskettes.  Content Security protection for the Intranet 
enables protection from: 

Within the MIMEsweeper family of products there are two 
different Content Security solutions for intranet protection:

MAILsweeperTM for Exchange
MAILsweeper for Microsoft Exchange allows organizations to 
implement Content Security policies for internal Exchange 
email as well as email entering and leaving the enterprise.

MAILsweeperTM for Domino
MAILsweeper for Domino enables organizations to implement 
Content Security policies and manage threats in both internal 
Domino Mail and Domino Databases.

Manage Internal Email

Confidential information forwarded to the wrong hands

Harassment of colleagues by email

Transfer of offensive material within the enterprise

Internal circulation of viruses

How MIMEsweeper 
Protects Your Organization
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WEBsweeperTM

Content Security for the Web allows businesses to implement 
Content Security policies that protect against threats present in 
Web, HTTP and FTP transfers.  WEBsweeper can:

Manage Web Uploads and Downloads

Apply Content Security policies to both downloads from 
and uploads to the Web

Manage Web browsing to objectionable sites

Implement Content Security policies against web-based 
email (such as Hotmail and Yahoo! Mail)

Stops Web transfer of viruses at the gateway

Optional support for extensive dynamic database of URLs 
to block Web access by category
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MAILsweeperTM for SMTP
Content Security for the gateway allows businesses to 
implement Content Security policies to protect against threats 
contained within Internet email.

In addition to enhancing anti-virus defenses, MAILsweeper 
screens incoming and outgoing email at the Internet gateway 
to protect organizations from:

SECRETsweeperTM

S/MIME encryption and digital signature gateway working with 
MAILsweeper for SMTP to provide policy-based Content 
Security and integrated e-mail encryption.

e-SweeperTM

Full policy-based e-mail Content Security delivered as a service 
by an ASP/ISP or directly to organizations that provide service 
provider level administration and organizational level policy 
management and control.

Manage Email at the Internet Gateway
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Confidentiality breaches and loss of trade secrets

The distribution of pornographic images (using the 
optional PORNsweeper image analysis add-on to 
MAILsweeper)

The spread of profanity and other offensive material 
within e-mail that could damage corporate reputation

Junk e-mail, spam and spoof attacks that threaten 
network productivity

Network congestion by managing file sizes 

Undesirable file types such as MP3s and executables 
that can hamper employee productivity and may contain 
hidden threats 

Loss of network service brought on by misuse and hostile 
attacks, such as denial of service

The proliferation of viruses, scripts and macros


